Personal Data Protection

Purposes: Sanofi-Aventis Group uses personal data to enable you to use the Application and enjoy
all its features.

1.1 Personal data used

e The following personal data are used in connection with the use of the Application:
O Last name
First name
User ID (AD account giving access to the Sanofi network during the validated period)
Connecting Site
Professional phone number
Email address
Badge number
Location of the office
Authorization to receive notification (profile’s settings)
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Once the Application is installed on your smartphone, the following features may be available, with
your prior consent:

e Camera
e Pictures from the media library
e Sending automatic notifications

Access to the camera and photos on the phone is required in the case of an intervention request or
Feedback.

In case of using the feature:

e “Emergency off site”: an email with your GPS coordinates, if you agree, is sent to “PC
Boetie”

e “Concierge”: feature activated on demand of sites. Colleagues, trained as “Concierges”,
register on slots during which they can answer (by phone or email) questions about their
areas of professional expertise. So, the “Concierge” adds some data in his/her profile:

0 Areas of professional expertise
0 Phone number dedicated to “Concierge” function
0 Data about hobbies

e “Directory”: To find Sanofi employees details and contact them by phone, skype, email or
“push” (Hello)

e First aid at work: if the list of the “First aid at work” on a site is published in Easysite
(accessible through the "Emergency" button or in the "Health at work" section) the First aid
at work profile in the "Directory" will be stamped with a flag




1.2 Recipients

The authorized personnel of “SBS-FM Global/Process & Systems” can access to your personal data in
order to check and modify them (if there is a login issue to the app), upon your demand and also to
delete your data.

Your personal data will be available on an ad hoc basis for our technical services provider in charge of
hosting and maintaining the data.

1.3 Your rights

You have an access right, rectification and opposition to your personal data, which you can exercise
by sending a simple request to: Privacy-Office-Global@sanofi.com

If you do not want to receive notifications, you can withdraw your consent by going to the “Option”
or “Settings” section of your device, then the “Privacy” tab. [Please note this may different
depending on your device — please refer to your smartphone’s operating instructions].

1.4 Withdrawal retention
The deletion of data is made on a monthly basis

The data related to the User ID are automatically deleted as soon as the account is not connected to
the app for one month and as well as the account is deleted from the Active directory
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